CryptFile2/CryptoMix/CryptoShield How-to guide

Make sure that you remove the malware from your system before running this tool —
otherwise it will repeatedly encrypt your files.

1. Download Cryptomix Decryptor (https://nomoreransom.cert.pl/static/cryptomix_decryptor.exe)

2. Run cryptomix_decryptor.exe on the infected computer

3. Click “Yes” in UAC Window:

¥ User Account Control @

l@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  cryptomix_decryptor.exe
Publisher: Unknown
File crigin: Hard drive on this computer

v Show details

Change when these notifications appear

4. Scan should start automatically:
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Initiali=ing. execu
Updating config
Dovnloading config...

Config loaded?! VUersion 1.8.68 <{update 2017-82-17>

Decryptor version 1.68.8
searching for encrypted files
Scanning drive C:os

5. This should be enough — if you’re lucky, all your files will be decrypted:
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Initiali=ing,. execu

Updating config

Dovnloading config...

Config loaded? Uersion 1.8.8 <update 2017-802-17>

Decryptor version 1_8.A

searching for encrypted files

Scanning drive C:%

Found encrypted files:
C:slsersmem~Desktop~files“Bab4c43B8c3bblBcS3adil158fhaS41fd?5caf?efcad?bif

fib?al22eabhdbs.id_aB?bod3Z2_email _enclBldy.com_.lesli
Cislserstmem~Desktop~files“Bba24?4bb2B7082e596652d25F88260F@Yeh?aa?3d14a2

21582045e144f bad?d.id_aB87b6d32_email enclB@dr.com_.le=s1i

[-1 C:slserssmem~Desktop~files“AbdiBe?8dB8dilaZe?d3bfadd5abB?debdd55719866a 778

B6hfdSd4deBdf1%ee3B.id_aB87?h6d32_email enclBB@dr.com_.lesli

[+]1 Truying hardcoded keys...

[#]1 Decryption key found:
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[-1 Initiating decruyption

[-]1 Scanning drive C:=%

[—1 Decrypting file: C:oslUserssmsm~Desktopsfiles Ba54c438c3ibblBc53adB158fha541£d4d7
LeafPefcad?h3fBes5f369a322eabhdbsb . id_a87h6d3Z2 _email _enclBf@dr.com_.lesli

[#]1 Decrypted file: C:slUserssmsmsDesktopsfilessBaS4c43Bc3bblBc53adB158f baS41fd?s
caf?efcad?bh3fBe5f36%a322eabbhdbs.id_aB87h6d32_email_enclBldr.com_.lesl

[-1 Decrypting file: C:xUserssmsmsDesktopsfilessBha2474bhbh287882e576652d25F 882681
A7eb?aa?3d14a221582045%e144f bad?d . id_a87h6d32_email _enclBf@dr.com_.lesli

[#]1 Decrypted File: C:slUzerssmsmsDezktopsfiles“Bha2474bh287082e596652d25F 882608150
7eb%aa?3idi4a2215682045%el144f bad?d. id_a87h6d32_email_enclBl@dr.com_.lesl

[-1 Decrypting file: C:uUserssmsm~Desktopsfiles~Bhdl18e?8d8d1la2e?d3IbfaddSab8?detd
5571986629278 86bf d5d4eBdf1%ee3dB. id_a87h6d3Z2_email _enclBfdr.com_.lesli

[#] Decrypted file: GC:sUserssmsm~Dezktop~filez“Bhdi8e?8d8dlaZe?dIbfaddSabd?debdd
07178662278 B6bfd5d4e8df1%eedd. id_aB87h6d32_email_enclBldr.com_.lesl

6. But sometimes we’re not able to decrypt files. If you’re unlucky, error message will be presented:
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Organize * [ Open Share with + MNew folder
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7 ChUsers\msmi\Desktophclient\dist\cryptomi_decryptor.exe = |[-= |@

[-]1 Initializing. execution ID 64fBcB6Yeb?cllibbbed574246bacf4?3cB44995d
[-1 Updating config
[-]1 Downloading config...
[+] Config loaded?! UVersion 1.8.8 <update 2017-82-17>
[+]1 Decryptor version 1.8.8
[-]1 searching for encrypted files
[-]1 Scanning drive C:x
[+] Fuund encrypted files
H Ferﬂ\mfm\Defktu 81 25 18 208012 kurs CHCANQFPBBBAAG6 _WCT . [RES_SUPRIMDIA.C

OM] ID[BBiB?lESHGB?HBFl] CRHPTOSHIELD

Cislzerssmsm~Desktop~B1 25 10 2012 kurs CHNCQFPBBRAT .WCT.[RES_SUPEINDIA.C

-1
OM]1.ID[BB1B?162A6GB9AABF1 1. CRYPTOSHIELD
[-1 C:slsers'mem~Desktop~@1 25 10 2012 kurs CHCAQFPBBQEAE .WCT.[RES_SUPRINDIA.C
OM]1.ID[BA1B7163A682ABF1 1.CRYPTOSHIELD
[+]1 Trying hardcoded keys...
[+] Scanning registry...
[+] Scanning filesystem...

[+] We’'re sorry,. we can’t currently decrypt your files

[-1 Finishing

[+]1 In case of any inguieries, please email certlcert.pl and attach generated lo
. txt file?

[-1 Press 'Enter’ to exit...

In this case, your files are encrypted with strong key, and we can’t currently decrypt them — sorry.

7. If something didn’t work, or not all files were decrypted, don’t hesitate to contact cert@cert.pl.
Please attach log.txt file, that should be generated next to cryptomix_decryptor.exe.




8. After decryption you can safely delete encrypted files



